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The FHIR STU3 (Release 3) Consent profile describes how Consent2Share (C2S) application and associated access control solution uses FHIR resources to represent and persist patient consent for treatment, research, or disclosure (e.g. 42 CFR Part 2, Title 38).
This specification describes how C2S populates a FHIR Consent resource. This Consent profile does not use any contained resources. Contained resources allow the inadvertent sharing of Protected Information to unauthorized users and application. Therefore, any references to patients, providers, organizations are described as external references to resources stored on the same server.
Dependencies: Consents that conform to this specification must include reference other resources 
· Patient (as patient and/or consenting party), RelatedPerson (as consenting party)
· Practitioner (custodians, information recipients), and 
· Organization (custodian, custodians, information recipients)

The following diagram shows the data structure and elements supported by C2S consent:
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[bookmark: BKM_BD97358C_F3A1_47B6_B38E_9A31DB5CB197]Figure 1: Consent Profile and Resource Structure
[bookmark: BKM_97057046_13D1_43F4_A660_9622AA3E9718][bookmark: _Toc503905586]Consent  
A record of a healthcare consumer’s policy choices, which permits or denies identified recipient(s) or recipient role(s) to perform one or more actions within a given policy context, for specific purposes and periods of time.

[bookmark: BKM_117F896D_169D_4B72_BEF3_A9D800A0B685]
	Data Element
	Notes

	identifier Identifier

 

“Must Support” 
	FHIR Reference: "Unique identifier for this copy of the Consent Statement."

Note: This identifier is set by the consent management application (e.g. GUID).


 

	[bookmark: BKM_CE66933E_7313_4C40_B4DA_BBDA1CC2AEDA]status ConsentState

 

“Must Support” 
	FHIR Reference: "Indicates the current state of this consent."

States supported: 

· "proposed" - created but not signed
· "active" - the consent is signed
· "inactive" - the consent either expired or was revoked through an update.
· "entered-in-error" - may also be supported


 

	[bookmark: BKM_E5D4ED01_C743_47F5_BF74_C62313E91FEC]category CodeableConcept

 
 [0]
Supported flag: 
	FHIR Reference: "A classification of the type of consents found in the statement. This element supports indexing and retrieval of consent statements."
Not supported for this profile.


 

	[bookmark: BKM_A494D941_B787_4DC0_B7F4_8751C2072D04]patient Reference

 

“Must Support” 
	FHIR Reference: "The patient/healthcare consumer to whom this consent applies."


 

	[bookmark: BKM_D1C419D6_13B1_4B19_8AA0_892E81E4235C]period Period

 

“Must Support” 
	FHIR Reference: "Relevant time or time-period when this Consent is applicable."

· The "start" date is set when the consent is made active. Even if the consent is post-signed, the "start" date is the date when the consent becomes active
· The "end" date is set when the consent is expired or revoked or made inactive


· The start date cannot be earlier than the "dateTime".


 

	[bookmark: BKM_F10F24AA_A95B_4DB2_A9A0_176AE7BDF3FC]dateTime dateTime

 

“Must Support” 
	FHIR Reference: "When this Consent was issued / created / indexed."

Note: This is the date the consent was signed by the consenter and made active. Unsigned consents will not contain this date.


 

	[bookmark: BKM_E7842C90_7AA3_4AA8_8B49_C926B1BA80D2]consentingParty Reference

 

“Must Support” 
	FHIR Reference: "Either the Grantor, which is the entity responsible for granting the rights listed in a Consent Directive or the Grantee, which is the entity responsible for complying with the Consent Directive, including any obligations or limitations on authorizations and enforcement of prohibitions."

Note: The FHIR resource description of this data element is very confusing, do not reference. Typically the consenting party/consenter is the patient but the consent may also be signed by a proxy of the patient.
 

	[bookmark: BKM_39969B1C_FCF0_40EC_9789_300BB0302E6A]actor Consent.Actor

 
 [2..*]
“Must Support” 
	FHIR Reference: "Who or what is controlled by this consent. Use group to identify a set of actors by some property they share (e.g. 'admitting officers')."

This data element may occur at least two times:

· at least one occurrence of custodian actor
· at least one occurrence of information recipient actor


The profile for this data element will use "slicing" to distinguish the custodians from the information recipients and ensure at least one of each was specified.

Note: This data element is used to specify the custodian (role code: CST) and intended recipient(s) (role code: IRCP) of the information referenced by the consent. According to US Federal policy (e.g. 42 CFR Part 2) this data element can be used to reference one or more individuals/organizations for both roles.


 

	[bookmark: BKM_3F1ECF03_4361_455F_A46F_A65160E5867F]action CodeableConcept

 
 [1..*]
“Must Support” 
	FHIR Reference: "Actions controlled by this consent."

Note: The actions apply to the data specified in the "Consent.except" data element. Typically "disclose" is the default action.


 

	[bookmark: BKM_07745184_0C96_4D6D_B4BD_E61DB16700E3]organization Reference

 

“Must Support” 
	FHIR Reference: "The organization that manages the consent, and the framework within which it is executed."
This organization is the custodian of the consent. In most cases this is also the custodian of the protected data specified in Consent.actor (role=CST).

Note: This data element is constrained to a single occurrence to specify the organization authorized to perform the "action" in the consent.


 

	[bookmark: BKM_C78F50B0_D567_4353_9AB2_922CAD43A3E9]policy Consent.Policy

 
 [0]
Supported flag: 
	FHIR Reference: "The references to the policies that are included in this consent scope. Policies may be organizational, but are often defined jurisdictionally, or in law."
Not supported for this profile.


 

	[bookmark: BKM_CA98B218_6D8D_46D5_86F4_84D58741502D]policyRule uri

 
 [0..1]
“Must Support” 
	FHIR Reference: "A reference to the specific computable policy. Might be a unique identifier of a policy set in XACML, or other rules engine. If the policy reference is not known, the resource cannot be processed. Where the reference is absent, there is no particular policy other than what is expressed directly in the consent resource."
Note: This data element may reference one or more policies addressed by the consent, may reference the URI of XACML policy that Consent 2 Share (C2S) uses to execute this Consent at run time.


 

	[bookmark: BKM_BF228688_C1F9_4637_9E64_39BC2922D35C]securityLabel Coding

 
 [0]
Supported flag: 
	FHIR Reference: "A set of security labels that define which resources are controlled by this consent. If more than one label is specified, all resources must have all the specified labels."
Note: The "Consent.except.securityLabel" is used to specify the protected information specified by the consenter. 
Not supported for this profile.


	[bookmark: BKM_4563A2AF_5D37_4AFD_92F9_B24169BFC722]purpose Coding

 
 [1..*]
“Must Support” 
	FHIR Reference: "The context of the activities a user is taking - why the user is accessing the data - that are controlled by this consent."

Note: The consent purpose may be for "treatment" (default), "research" (e.g. patient-centered outcomes research, precision medicine research). 

	[bookmark: BKM_6456D460_0358_4026_88EB_BBE504199788]dataPeriod Period

 
 [0]
Supported flag: 
	FHIR Reference: "Clinical or Operational Relevant period of time that bounds the data controlled by this consent."
Not supported for this profile.


 

	[bookmark: BKM_3F3592C4_4AB0_459D_AD2C_36F24D9010CD]data Consent.Data

 
 [0]
Supported flag: 
	FHIR Reference: "The resources controlled by this consent, if specific resources are referenced."
Not supported for this profile.


 

	[bookmark: BKM_70570E60_4310_4D5D_8D49_B448D8EDA682]except Consent.Except

 
 [1..-1]
“Must Support” 
	FHIR Reference: "An exception to the base policy of this consent. An exception can be an addition or removal of access permissions."

Note: This repeated data element identifies specific types of protected information and they are not needed if the consent reference "all protected information" held by the authorized organization. If the consent does not specify any "exceptions" (i.e. Consent.Except), the security label should be used instead.


 


[bookmark: BKM_B0A76C2E_B9EB_40E3_9901_88EFC7F3B82B][bookmark: _Toc503905587]Consent.Actor  
This "actor" structure is used to specify the custodian and recipient of information in Consent.actor data element.

[bookmark: BKM_71950ABB_AA21_42EE_8E80_5E4D1856D9B1]
	Data Element
	Notes

	role CodeableConcept

 

Supported flag: 
	FHIR Reference: Information Recipient (IRCP) Definition: "A party, who may or should receive or who has received the Act or subsequent or derivative information of that Act. Information recipient is inert, i.e., independent of mood." Rationale: this is a generalization of a too diverse family that the definition can't be any more specific, and the concept is abstract so one of the specializations should be used."

This data element identifies how the individual/organization is involved:
Information Recipient (IRCP) identifies the provider or organization that is intended to receive the disclosed information.

FHIR Reference: Custodian (CST) Definition: "An entity (person, organization or device) that is in charge of maintaining the information of this act (e.g., who maintains the report or the master service catalog item, etc.)."

Custodian (CST) identifies the provider or organization that is the custodian of the information that is subject to this consent.

 

	[bookmark: BKM_85D4BB34_F5D9_4266_BD7A_782D95E4F8E4]reference Reference

 

Supported flag: 
	FHIR Reference: "The resource that identifies the actor. To identify actors by type, use group to identify a set of actors by some property they share (e.g. 'admitting officers')."


 


[bookmark: BKM_7757FEF9_CFCE_4214_B39A_F0652BBC098C][bookmark: _Toc503905588]Consent.Except  
This structure is used to specify the exception to the privacy policy. 


[bookmark: BKM_10D07EEE_9ACC_4F53_8741_031006E75813]
	Data Element
	Notes

	type ConsentExceptType

 

“Must Support” 
	FHIR Reference: "Action to take - permit or deny - when the exception conditions are met."
The default for C2S is "permit" since C2S users specify information that is "permitted" for disclosure.


 

	[bookmark: BKM_3D2FA892_75B8_461E_86A1_21DA059FC973]period Period

 
 [0]
Supported flag: 
	FHIR Reference: "The timeframe in this exception is valid."
This concept is supported by "Consent.period".
Not supported for this profile.


 

	[bookmark: BKM_D074618E_BA9D_48C5_A443_96AE57494010]actor Consent.Actor

 
 [0]
Supported flag: 
	FHIR Reference: "Who or what is controlled by this Exception. Use group to identify a set of actors by some property they share (e.g. 'admitting officers')."
This concept is addressed by "Consent.actor".
Not supported for this profile. 


 

	[bookmark: BKM_A7B1695F_7D58_44D7_B68F_5EB032086E9B]action CodeableConcept

 
 [0]
Supported flag: 
	FHIR Reference: "Actions controlled by this Exception." 
This concept is addressed by "Consent.action".
Not supported for this profile. 


 

	[bookmark: BKM_75A4D7D0_8054_4760_B76C_0DE97F781644]securityLabel Coding

 
 [1..*]
“Must Support” 
	FHIR Reference: "A set of security labels that define which resources are controlled by this exception. If more than one label is specified, all resources must have all the specified labels."


 

	[bookmark: BKM_026B8677_64F7_470E_BB88_B44C546139FA]purpose Coding

 
 [0]
Supported flag: 
	FHIR Reference: "The context of the activities a user is taking - why the user is accessing the data - that are controlled by this exception." This concept is addressed by "Consent.purpose".
Not supported for this profile. 


 

	[bookmark: BKM_2FB10CF3_4FD3_45E6_947F_9673D470FEA5]class Coding

 
 [0]
Supported flag: 
	FHIR Reference: "The class of information covered by this exception. The type can be a FHIR resource type, a profile on a type, or a CDA document, or some other type that indicates what sort of information the consent relates to."
Not supported for this profile. 


 

	[bookmark: BKM_7B1E8713_86F1_46D0_A45C_605F4F9366AA]code Coding

 
 [0]
Supported flag: 
	FHIR Reference: "If this code is found in an instance, then the exception applies."
Not supported for this profile. 


 

	[bookmark: BKM_6FFC4A2A_F908_4C34_9593_7B5C97930A2E]dataPeriod Period

 
 [0]
Supported flag: 
	FHIR Reference: "Clinical or Operational Relevant period of time that bounds the data controlled by this exception."
Not supported for this profile - the Consent.period applies to this exception. 


 

	[bookmark: BKM_E364CDB7_740A_489F_970E_512BAB3C549C]data Consent.Data

 
 [0]
Supported flag: 
	FHIR Reference: "The resources controlled by this consent, if specific resources are referenced."
Not supported for this profile.


 


[bookmark: BKM_DCABB30A_D319_4980_B8EB_295645D20514][bookmark: _Toc503905589]ConsentExceptType  
This structure is used to specify how an exception statement is applied as a "permission" or "denial" of the action (e.g. disclosure) for specific types of protected information.

[bookmark: BKM_E1AF0FDC_D5E9_450D_9C31_69BA13C56E3A]
	Data Element
	Notes

	value ConsentExceptType-list

 

Supported flag: 
	Consent verb value (for permit or deny). The default for C2S is "permit".


 


[bookmark: BKM_88B0B8FE_4F37_49D1_9CF2_14C262FF770B][bookmark: _Toc503905590]ConsentState  
Indicates the state of the consent - See Consent.status.

[bookmark: BKM_41D328EA_E6F2_4A02_B1F5_FE014DE4E20D]
	Data Element
	Notes

	value ConsentState-list

 

Supported flag: 
	

 


[bookmark: BKM_81691045_F1FF_4518_988C_1E3E8B0E0F30][bookmark: _Toc503905591]SourceChoice  
FHIR Reference: "The source on which this consent statement is based. The source might be a scanned original paper form, or a reference to a consent that links back to such a source, a reference to a document repository (e.g. XDS) that stores the original consent document.

[bookmark: BKM_5B4377BB_E916_45EF_934A_5EA9CA0EE729]
	Data Element
	Notes

	sourceAttachment Attachment

 

Supported flag: 
	FHIR Reference: "The source can be contained inline (Attachment)"


 

	[bookmark: BKM_6C341E74_2421_47E5_9994_7E439B9D0D14]sourceIdentifier Identifier

 

Supported flag: 
	FHIR Reference: "The source can be referenced simply by an identifier (Identifier), e.g. a CDA document id."


 

	[bookmark: BKM_27BFDD94_B107_4B2B_A745_469777A3D947]sourceReference Reference

 

Supported flag: 
	FHIR Reference: "The source can be referenced directly (Consent), referenced in a consent repository (DocumentReference), referenced as a contract, or referenced in a QuestionnaireResponse (Reference(Consent | DocumentReference | Contract | QuestionnaireResponse))"


 


[bookmark: BKM_B0F6022B_500D_4BDC_ADF5_C358811C84FD][bookmark: _Toc503905592]ConsentDataMeaning-list  
This structure is not supported for this profile. 

[bookmark: BKM_C1A49826_B227_4711_9F98_72A0DF5D70DA]
	Data Element
	Notes

	instance code-primitive

 

Supported flag: 
	FHIR Reference: "The consent applies directly to the instance of the resource"


 

	[bookmark: BKM_7B1380AC_E362_40D7_8658_F13E53EB9E91]related code-primitive

 

Supported flag: 
	FHIR Reference: "The consent applies directly to the instance of the resource and instances it refers to"


 

	[bookmark: BKM_F7033FA4_DFC3_4850_A766_F2EFCBF901C6]dependents code-primitive

 

Supported flag: 
	FHIR Reference: "The consent applies directly to the instance of the resource and instances that refer to it"


 

	[bookmark: BKM_5E08AA94_B415_4878_84BD_CCBDF33E43CB]authoredby code-primitive

 

Supported flag: 
	FHIR Reference: "The consent applies to instances of resources that are authored by"


 


[bookmark: BKM_5831B8B8_2B05_4CD5_9DD2_BEA70D107C6B][bookmark: _Toc503905593]ConsentExceptType-list  
The complete list of verbs used for "Consent.except". 
The following are the defined codes for Consent-Except-Type:

· deny
· permit

[bookmark: BKM_3DFBEA27_C3FF_47B0_BFA5_1AC135E8F7B8]
	Data Element
	Notes

	deny code-primitive

 

Supported flag: 
	FHIR Reference: "Consent is denied for actions meeting these rules (Deny/Opt Out).


 

	[bookmark: BKM_DD096AE2_E3F6_4F1A_97CF_E3A8FFB7DB30]permit code-primitive

 

Supported flag: 
	FHIR Reference: "Consent is provided for actions meeting these rules (Permit/Opt In)."


 


[bookmark: BKM_A8C47D01_EBEC_457C_9A08_E45E88B388D0][bookmark: _Toc503905594]ConsentState-list  
Complete list of Consent status codes. See Consent.status for constraints introduced in this IG.

[bookmark: BKM_ED50FBA6_501C_4326_972B_CA5820D17F5B]
	Data Element
	Notes

	draft code-primitive

 

Supported flag: 
	FHIR Reference: "The consent is in development or awaiting use but is not yet intended to be acted upon (Pending)"


	[bookmark: BKM_23E6F185_A524_454A_BEC9_90EB7A211684]proposed code-primitive

 

Supported flag: 
	FHIR Reference: "The consent has been proposed but not yet agreed to by all parties. The negotiation stage. (Proposed)"


 

	[bookmark: BKM_1F4FA3FB_936C_4163_9783_19E76D3CD8BC]active code-primitive

 

Supported flag: 
	FHIR Reference: "The consent is to be followed and enforced (Active)"


 

	[bookmark: BKM_957F075C_5D23_46FB_BECB_A46E8B146EDA]rejected code-primitive

 

Supported flag: 
	FHIR Reference: "The consent has been rejected by one or more of the parties (Rejected)"


 

	[bookmark: BKM_C2DC08C0_9C52_44CE_85D9_70CB1219991A]inactive code-primitive

 

Supported flag: 
	FHIR Reference: "The consent is terminated or replaced (Inactive)"


 

	[bookmark: BKM_424D0D86_8461_4249_B336_3D99B96BAB1A]entered-in-error code-primitive

 

Supported flag: 
	FHIR Reference: "The consent was created wrongly (e.g. wrong patient) and should be ignored (Entered in Error)"


 




[bookmark: _Toc503905595]Glossary
There are no additional glossary items for this profile.
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